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Many home-ground military experts writing in print publications put out this
year by the Russian Defense Ministry and clsewhere in the national press offer
their own visions of how this country can be made secure militarilv the kind of
future warfare they call a new-generation war,
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Yu.Ye. Gorbachov’s article tit >d “Cyberwar Is Already On™* merits speciz..
mention here. The a °  beli s that rapid developmeat of information tech-
nologies in the late 2 d ew.., 21st centuries, and widespread use of informa-
tion in socie.y and th. .....ing countries’ armed forces have charzed significantly
the nature, methods, and techniques used by state and govemment political and
economic agencies, affected social relat.onships and the natuire, methods, and tech-
niques of military operat:ons, and created new information threats and challenges.

With reference to publications by military experts in the Military Thought
journal, Yu.Ye. Gorbachov argues that the latest information technologies, modern
weapons and equipment, and the potentialities of inteiligence and electronic war-
fare technologies, automated control systems, and communications facilities have
had a strong effect on troops employment options and conduct of military opera-
tions in our day. The new content and character of armed warfare derive today from
the network-centric environment in which military operations are controlled —
information and electronically guided fire operations (transformed EW and com-
puter network operations) are conducted along with aerospace operations, and air
force operations that follow a systemic pattern. No goal will be achieved in future
wars unlecs one belligerent gains information superiority over the other.

Another of Yu.Ye. Gorbachov’s statements that has not escaped our attention
is that the growing significance of struggle for information superiority makes
employment of joint forces specific in many ways. Formerly fought in a three-
dimensional environment, armed struggle has expanded from the ground, sea,
and aerospace into an entirely new environment — information. The outcome of
a wat and, accordingly, the decisive role of any one of these environments will
depend on the developments in the battlespace and the belligerents’ actions.

In the mid-1990s, Russian military experts displayed enormous interest in
several points argued by V.I. Slipchenko in his famous book on sixth-generation
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wars. The main objective of sixtn-generation wars, the researcher writes, is to
“destroy the enemy’s economic potential ...,” and “keeping the man outside of the
battlespace is what makes future wars and armed struggle cardinally different.”>
An analysis of publications by Russian military experts writing on national
security and the character and content of new-generation warfare, and the expe-

rience of military conflicts ot the last few de~~*~~ *--~'“ing those associated
with the Arab Spring revolutions in North ¢ : Middle East, offer
enough evidence that the early 21st century begir......ig of a new
“military age” for humanity — an age of hig

This view is shared by Vice Premier Dmit_, _._______ .. ho writes that “... so

big a country is difficult to defend with whnat it has now if ‘raditional approach-
es are taken to developing weapons and military and special.zed equipment. New
approaches have to be applied — robotics, automated weapon control systems,
effective intelligence and communication systems, and much clse besides.”6

We know from the history of wars and military art that new weapons and
specialized and general-purpose military equipment have always had a signifi-
cant impact on the content of armed struggle in wars a..J military conflicts and,
in the first place, on the need io address new operational tasks. Atiainment of
operational objectives in new-generation warfare will be influenced signi‘icant-
ly by efficient new military technologies and weapons ba :d on new physical
principles. New weapons that are expected to be developed will have a greater
killing power, range, accuracy, and speed, and intelligence, reconnaissance, con-
trol, communications, and information warfare will have greater potentialities.
Deployed to the battlespace, they will alter radically the character and cont_at of
armed struggle in new-generation wars.

Intensive fire strikes against seats of national and military power, and also
military and industrial objectives by all arms of the service, and employment of
military space-based system, electronic warfare forces and weannne alactra.
magnetic, information, infrasound, and psychotronic
and biological formulations in new-gencration wars
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The first war of the new high-tech age was different from any war that
prececed it in many critical respects: there were no clear dividing lines
between the opponents’ forces; the warring sides’ flanks were exposed; their
operational orders of battle had large undefended gaps, their combat elements
separated by a considerable distance from one another; the attacker had an over-
whelming superiority achieved by high-tech weapons; long-range high-precision
weapons were used on a mass scale, particularly at a time when the Coalition
forces were taking the strategic initiative and winning absolute superiority in the
air; the Coalition forces were striking regularly and selectively at the enemy
forces’ key targets, vital economic facilities of military significance, and civilian
and military control centers, and destroying life support systems anywhere on
enemy territory to force the defender to lay down the arms.

Another distinction of the campaign against Iraq was that reconnaissance,
fir- -'ectronic, and information warfare forces of different branches and arms of
the  -vice -"~~e integrated the first time ever into a shared spatially distributed
reconnaissi and strike system making wide usc of modern information tech-
nologies ar  itomated troops and weapons control systems.8
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The potentialities of orbiting satellites were used on a wide scale in the Gulf
War, the first time as well, at the strategic, operational, and even tactical (division,
brigade, and battalion) levels. Orbiting satellites played a special role in the war.
They were frequently the only source providing online intelligence at any time of
day and night, in any weather, whatever the geographic position of targets.

Field manuals of ground forces in a.most all foreign countries (NATO coun-
tries, in particular) make a strong point that their armed forces must be ready
today to unleash the full potential of their combat power — nuclear and conven-
tional arms, weapons and specialized equipment, and electronic warfare capabil-
ities. In fact, they put EW capabilities next to nuclear and conventional arms, that
are transformed, in a network-centric troops control environment, from a combat
support activity into an important type of combat operations.

By drawing on an analysis of armed conflicts and local wars fought in the
past few decades, with reference to the views acknowledged military experts
have on future warfare, these authors venture their own viewpoint on the char-
acter and content of a new-generation war. As we see it, introduction of the lat-
est information technologies to develop effective modemn weapons, reconnais-
sance, EW, and communication capabilities, and automated control systems has
altered significantly the patterns of manpower employment and conduct of mili-
tary operations, and is going to have a decisive impact on the development of
new patterns. This is a natural process from the historical viewpoint. Back in the
1920s, A.M. Zayonchkovsky, a professor at the M.V. ” nze Militany' Academy
and a Russian military theorist, wrote that the forms anume  farmed sirug-
gle tend to change from time to time. It is very imp “ant t ‘he causes and
identify the principal trends in changes because the vill givc a insight into the
way in which armed struggle will be fought in the tuture.?

A new-generation war will be dominated by in rcholog-
ical warfare that will seek to achieve superiority in t ; control
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sion techn~'~~*~s. In the estimates o British _  ts, this p-ogram is run at a cost
of 32.76 nuuuui, giving a c=-""Hle legenc and safe; - -rds against disclosure to
each of these information .._...ors. What is more, ..ese public networks are
banned from reaching out to U.S. audiences, for which purpose they are not per-
mitted to use English. They can only use Arabic, Urdu, Pashto, Farsi, and sever-
al other languages spoken in target countries.

Advanced countries already use the new strategy for preparing and conduct-
ing new-generation warfare that differs significantly from war strategies of the
20th century. The changes that have since occurred in all things military have
compelled the U.S. armed forces to develop a new concept — the Network-Cen-
tric "Warfare, or NCW. In substance, the NCW concept is not a system of views
on the conduct of a modern-day war (armed conflicts) as such; rather, it is a con-
cept of control over combat operations as a new way of directing armed forces
in 21st century operations. !0

The network-centric warfare concept arose immediately in the wake of rapid
advances of information technologies and development of high-precision
w pons and weapons based on new physical principles. Armed with the NCW
concept, American planners want to use information attack at the outset of a new-
generation war to disable all elements of the adversary air defense system — con-
trol posts, communication centers, radar stations, antiaircraft missile batteries,
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and the air defense aircraft control system. In their estimates, a loss of up to 50%
of control system capabilities would have an adverse effect on the enemy’s strat-
egy and force him to discontinue resistance — the end goal of the NCW concept.

In a network-centric warfare environment developing on the guidelines of
the NCW concept, U.S. forces’ operations at any level (tactical, operational, and
strategic) will be directed regardless of where the forces are deployed across the
world, whatever combat missions they fulfill, whatever strength they have, and
however they are structured.!! Actually, a “network-centric environment” com-
prises information and communication elements bringing the armed warfare
forces and weapons into one system.

It may be assumed, with a large measure of probability, that defeating the
enemy’s main forces and destroying the economic potential ¢ f the country
attacked, and also overrunning its territory are the principal objecuves of a new-
generation war fought in a network-centric environment. The full range of mili-
tary, economic, political, diplomatic, and IT measures, blended with effective
psychological information activities, may be used to achieve these objectives.

The new environment in which international arm " cor ™" ts will be
resolved in the future suggests that the attacker wi™™ 1ake  ns._. . new-gen-
eration war (international armed conflict) in ac...ace w.u take wide-ranging
measures to conceal his preparations for an attack, the D-day, and ° nature of
impending operations. Misleading the opposing country’s political aud military
leaders about the attacker’s intentions is an effective way of achieviny his objec-
tives. He can do this by launching a disinformation effort to conceal the con-

mencement date and scale of operations| * 1bout to go ahk " ith.
Strategic operations can only achieve w...r goals in new ration we 7
the attacker wins information superiority over hic opponent. __.._. nation su

ority was a major contributing factor in the opcrations the U.S. and its alles
undertook in the Persian Gulf area in 1991, against for...cr Yugoslavia in 1900
Afghanistan in 2001, and Iraq in 2003.
A special operation to misinforn
tary leaders in a new-generation war
ed measures carried out through dif
and private media and top governmes
orders, directives, and instructions.
will make prhlic statement Jca
In the 1 1-up to his s, op
w1de use of nonmilitary (mdlrect)
( ) he communic;
i 1
1 :
1 X )
.. v (
coveted targ :ts for cyb .

L LY . e . - can



activities. The propagandists expect to depress the moral and psychological feel-
ings of the civilian population and armed forces personnel to a level where they
give up resistance and the civil administration and military control systems are
unbalanced. The onset of chaos, loss of control, and demoralization among the
population and the defending army’s personnel must give the aggressor and his
allies an opportunity to fulfill their political, military, and economic objectives in
the campaign within a short space of time without significant loss of life.

Depending on the obtaining situation, the aggressor may use nonlethal
new-generation genetically engineered biological weapons affecting human
psych=, moods, and will to intensify the effect of mass-scale propaganda to drag
the target country deeper into chaos and further out of control.

At around the same time, the attacker will most probably attempt to intimi-
date, deceiv ., and bribe government and militaiy officers, to blackmail them and
induce top commanding officers of the target country’s armed forces to abandon
fulfillment of their service duties and, in this way, to manipulate their behavior.
M ich will be made of the discontent of the aggricved population segments.
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Undercover agents will be planted to encourage the discontents to commit
unlawful acts, and to stoke up chaos, panic, and disobedience. The agents will be
supplied with considerable funds, weapons, and materials to go on with their
subversive activities. If the country flying out of control has Islamist radicals
among its population, destabilizing propaganda will be directed at them in the
first place. Arrival of international bands of militants is to be expected to make
the situation in the country sti'l worsz and tc step up subversion.

Before the outbreak of war, nonmiiitary measures, such as establishment of
no-fly zones over the country to be attacked, imposition of blockades, and exten-
sive use of private military companies in close cooperation with armed opposi-

tion units, may be applied as new methoc warf re.

The start of the military phase wil ely .reced:Z Dy large-
scale reconnaissance and subversive n cted under the cover of
the information operation. All types, forn C " rces, including spe-
cial operations forces, space, radio, radio ¢..g.euvvnsa. o ~-<Ctronic, diplomatic, and

secret service intelligence, and industrial espionage will be used to cetect and
map the exact location of key government and military objectives vital to the
country’s sustainability, designate iargets for fire strikes, make digital topo-
graphic maps of enemy territory and load them remotely into onboard homing
systems, and monitor the efficacy of fire strikes.

Hours before the start of war (launch of high-precision missiles from the
ground, sea, air, and space), the attacker may schedule a mass attack by the lat-
est EW technologies to administer an “electronic knockdown™ (electronic oper-
ation) that may go on for up to two full days, depending on the way in which the
operational-tactical situation develops. The electronic oifensive will blend with
an aerial offensive, massive launching of high-precision missiles from all plat-
forms, reconnaissance and strike missions, remotely controlled aerial vehicles,
and robot-controlled weapons.

Maost probably, the attack will begin with an aerosrace cper: - -
al days long. On day one, the attacker will attempt o di.cct his aii d
high-precision missiles launched from the ground, sea, air, aud spe -
work-centric environment to destroy or heavily damage the opponent s key m|l-
itary and industrial capabilities, destroy enemy governmen. &
centers, his political and military leaders, and communication:
power and water supplies, and ultimately force the tarzet
peace. The aggressor will take every possible iiieasure t~ ==
the defender and avail himself of the early hours of aggre |
defender’s air force and air defense system.
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developing and consisten..y fulfilling their programs for improving the design of
their weapons and hardware on the basis of the last word in technologies and pro-
ducing them in quantity. Little surprise, then, that a growing number of Russian
military theorists name overwhelming superiority of either of the warring
sides in military technologies a hallmark of new-generation wars.

We have researched some of the recent armed conflicts and have reasons to
suggect that a new-generation war will fall into an opening and a closing periods.
The opening period will be the pivotal and critical time of the war, and will
break down into a targeted information operation; an electronic warfare opera-
tion; an aerospace operation; continuous air force harassment; the use of high-
precision weapons launched from various platforms; long-range artillery, and
weapons based on new physical principles to strike at enemy targets in all areas,
practically the full length and width of enemy territory.

The aggressor will use this time to destroy critical government and military
control centers, key military-industrial complex facilities, knock out the country
and armed forces manag~~ent system, and to prevent orderly deployment of the
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defender’s forces to the theaters of operations in an effort to ward off aggression.
The defending country’s political and economic system made ungovernable, its
population demoralized, and its key miiitary-industrial complex facilities
destroyed or damaged beyond repair, the victim of aggression wiil not be able to
switch its economy over to meet the country’s war needs and beat off the aggres-
sor. As a resuit, the attacker will achieve the military and political aims of its
campaign within the shortest possible time frame.

In the closing period of the wer, the attacker will roll over the remaining
points of resistance and destroy surviving enem; units by special operations con-
ducted by reconnaissance urits to spot what enumy units have survived and
transmit their coordinates to the attacker’s missile and artillery units; fire bar-
rages to annihilate the defender’s resisting army units by ef" -‘ive advanced
weapons; airdrop operations to surround points of resistance; auu territory mop-
ping-up operations by ground troops.

Realities of our day dictate an urgent need to prepare Russia for possible
new-generation wars without further delay. It is a first priority for this country
because its defense and economic potential has waned significantly over the past
two or three decades.

Every effort must be made to repair deterioraiing reiations between states
before a new-generation war breaks out, preferably beginning with nonmilitary
options, such as a combination of political, economic, scientific, engineering,
information, diplomatic, and humanitarian opportunities of a country to be inte-
grated into the world community and versatile relations to be developed with it

by confidence-building measures and expansion of its cooperatior her
countries, to ease military confrontation, andt  * up barriers o no ics.
These nonmilitary options will lessen, and ul....... :ly remove, mili' rds

and threats by peace treaties and other initiatives, reduce the agoressor’s choices
in his hostility to other countries, give him an uniavorable ima;  and e: »ose his
aggressive plans.

Where nonmilitary effor
use every kind of power cont
costs of his attack will be hi
swayed in his resolve by der
of attack) of a Russian deten
aggression; a strongly word
retaliation against the threat
during tae war and of unrest;
en¢ 1y’s nuclear power '
projects on the pot:ntial 1
information of ~ration eapvt
to fight off aggression.

We are a'most ¢ 1in nev Ttord T o
will, in the short term, con slay rr



dation], Moscow, 177, p. 27.

6. D.O. Rogozin, “. ..eyti ot ~~"'ina1 =~ T " ichecl._y deyatel’nosti _Abar.don
Incantations and Supplicaticne, ....d 2 rienniy kur 'yer, 7 14 (482), April
10-16, 2013.

7. V.V. Gerasimov, Op. cit., Voyenno-promyshlenniy 'uryer, # 8 (476), Feoruary 27-March 5,
2013.

8. Voyennaya Mysl’, # S, 20., pp. 67-71.

9. A.M. Zayonchkovskiy, Istoriya voyennogo ickusstva [A History of Military Art], Voyenizdat
Publishers, Moscow, 1949, p. £6.

10. Military Thought, # 1, 2011, pp. 100-111.

11. John Garstka, “Network-Centric Operations Short Course,” DOD, USA, Washington, 2004,
April, pp. 6, 8, and 24.

12. L...1. Popov, “Setetsentricheskaya voyna. Gotova li k ney Rossiya? [Network-Centric War-
fa-~ '+ Russia Ready for [t?),” Sovetskaya Rossiya, January 19, 2010.

13. v.V. Gerasimov, Op. cit., # 8 (476), February 27-March 5, 2013.

14. V.V. Prokhvatilov, “Analiz ‘myslyashchey pautiny.’ Metaprogrammirovaniye — organizat-
sionnoye oruzhiye XXI veka. Strategiya nepryamykh deystviy [An Analysis of the ‘Intelligent
Web.’ Metaprogramming, an Organizational Weapon of the ? st Century. Indirect Action Strat-
egyl,” Informatsionniye voyny, # 1, 2010.




