International Studies, lists cooperation with the United
States to safeguard cyberspace from cyber crime as one
of four countermeasures against U.S. preemptive cyber
strikes. 8

The third theme is the importance of developing a
global framework or international information security
code of conduct, but one that preserves the sovereignty of
governments to control content and information flow. This
position has been noted by U.S. defense analysts as well.’

Legal Frameworks and U.S. Hegemony

Chinese analysts also call attention to the views held
by scholars who study legal issues involving cyber attacks
and warfare, which can be summarized in three schools
of thought. The first considers current laws to be largely
adequate to address all scenarios involving military ac-
tions—cyber and kinetic. The second school argues for
complete abandonment of existing cyber regulations. This
group believes that the Internet can be free of hostilities as
a self-governing system. The third school holds that exist-
ing laws governing warfare are helpful but not completely
adequate for addressing cyber-specific dynamics, leading
this group to call for a special class of laws specifically
addressing cyber scenarios.!?

It appears that ideologically Chinese scholars largely
fall into the third school of thought. Even though they vary
regarding the best approach to develop new international
legal regimes, a consistent theme in the literature is that
the current legal regulations are inadequate to address the
unique features of cyber warfare, which is partly due to
the perceived power imbalance in cyberspace. The Chinese
literature is consistent in presenting the PRC as an under-
dog in every respect in cyberspace, particularly vis-a-vis
the United States:

American hegemony exists throughout cyberspace in every
area, in every corner of the Internet the U.S. has hege-
mony—hegemony in technology, hegemony in resources,
hegemony in information and hegemony in the legal con-
text—the U.S. has absolute advantage in at least these four
areas.!!

Chinese cyber security experts Zheng Zhilong and
Yu Li, from Zhengzhou University in central China, are
funded by the Chinese National Social Science Fund to
conduct research exploring the diplomatic and strategic
implications of cyber power under a grant titled, “The
Internet and Our Country’s Countermeasures through
Our Role in International Politics.” While the authors
bemoan U.S. hegemony, they also predict a future shift
in power from the United States to more populous and
rapidly modernizing countries such as India and the
PRC. Yu and Zheng conclude that the cyber realm is
not a neutral space for state actors. The power of cy-
berspace is such that hegemonic states can advance a
global political agenda and its comprehensive national
strength by maintaining a lead in information technol-
ogy. At the same time, the authors view cyberspace as
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a domain holding promise for a progressive transfer of
power from hegemons to emerging nations that invest
in information technology and technical education.'?

To understand the way the PRC intends to achieve dom-
inance in cyberspace it is necessary to look deeper than
the cyber infrastructure, programs, and official pronounce-
ments—areas easier to quantify—and peer into Chinese
cultural and philosophical underpinnings. Some of the
literature surveyed provides such a glimpse, but a deeper
historical study would be necessary to capture sufficiently
these factors. In particular, writings, which debate not only
strategic issues but also ethical ones, from legal publica-
tions such as The Journal of Xian Politics Institute are
exceptionally insightful. This segment of the literature pro-
vides an invaluable glimpse into the internal philosophical
debates among Chinese academics and influential decision
makers. It is research into this layer of the Chinese cyber
community that is most needed, especially as the United
States seeks new ways of understanding Chinese decision
makers and steering them toward peaceful and mutually
beneficial resolutions in the early stages of conflict.

For the moment, the United States maintains a healthy
advantage in the crucial and increasingly pivotal domain
of cyberspace. Continued prioritization of cyber research
and development funding, a sustained effort on safeguard-
ing sensitive cyber technologies, and a fresh grasp of Chi-
nese views on cyberspace are critical to maintaining this
advantage in an uncertain future.
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